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It is our responsibility to identify, monitor, and manage risk in our organizations. We have a responsibility to our citizens, creditors, and other financial report users, to protect tax dollars, government and federal funds, and our organization’s reputation. An internal control system provides reasonable assurance that our work is: accurate and free from bias; not misleading; prepared in accordance with the highest standards; and complies with all applicable laws, regulations, and generally accepted accounting principles.

There are many reasons for placing controls in various points in these processes that may appear bureaucratic, but are necessary to ensure internal control guidelines are followed and there is accountability to the taxpayers.  This document does not address all possible circumstances that need to be considered when establishing internal controls or assessing risk. Each agency is responsible for reviewing their business practices and processes to determine where risks exist and where and how controls can be established to mitigate them.


State of Utah Accounting Policies and Procedures:
FIACCT 06-02		Receivables – Non-FINET Systems
	

Control Objectives:

1.	Proper segregation of duties should exist to safeguard assets and provide appropriate checks and balances.
2.	Revenues and receipts should be received, recorded, and properly deposited in a timely manner.
3.	Collections of receivables should be in accordance with applicable laws and regulations and the accounting and recordkeeping of such receivables should be fair, accurate, and in accordance with law and Generally Accepted Accounting Principles.
4.	The amounts of revenues recorded should be reasonable in relation to applicable legislation and related data such as prior year's statistics, number of licenses issued, contractual agreements, etc.
5.	Prompt and accurate recording of all receivables should be maintained.
6.	The ability to determine and report sources and age of receivables should exist.
7.	Continuous and timely attempts should be made to collect on accounts when due. Ongoing collection beyond 90 days (60 days past due) should be made on delinquent accounts through the State Office of Debt Collection.
8.	The portion of receivables that may not be collected should be identified.
9.	Validity of write-offs, and settlement, or forgiveness of receivables should exist.
10.	Payments should be collected, controlled, and reported in a manner consistent with State laws and regulations.
11.	Effective accounting controls over receivables should be maintained.
12.	Personnel are adequately trained and have written procedures on how to process receivable transactions.


Segregation of Duties 
Segregation of duties is one of the most important features of an internal control plan. The fundamental premise of segregated duties is that an individual or small group of individuals should not be in a position to initiate, approve, undertake, and review the same action. These are called incompatible duties when performed by the same individual. Examples of incompatible duties include situations where the same individual (or small group of people) is responsible for:
· Managing both the operation of and record keeping for the same activity.
· Managing custodial activities and record keeping for the same assets.
· Authorizing transactions and managing the custody or disposal of the related assets or records.

Stated differently, there are four kinds of functional responsibilities that should be performed by different work units, or at a minimum, by different persons within the same unit:
1.	Custody of assets involved: This duty refers to the actual physical possession or effective physical control/safekeeping of property.
2.	Recording/entering transactions: This duty refers to the accounting or record keeping function, which in most organizations, is accomplished by entering data into a computer system.
3.	Approval/authorization to execute transactions: This duty belongs to persons with authority and responsibility to initiate and execute transactions.
4.	Regular reviews and reconciliation of existing assets to recorded amounts: This duty refers to making comparisons at regular intervals and taking action to resolve differences.

The advantage derived from proper segregation of duties is twofold:
· Fraud is more difficult to commit because it would require collusion of two or more persons, and most people hesitate to seek the help of others to conduct wrongful acts.
· By handling different aspects of the transaction, innocent errors are more likely to be found and flagged for correction.

The top receivable safeguards include the segregation of the following activities: 
●	Individuals who bill or account for receivables should not write off uncollectible accounts.
●	Individuals responsible for the functions of billing, recording, and accounting for receivables should be separate from those responsible for handling/receiving payments.


INSTRUCTIONS

Each State agency or division is to complete the Receivables – Non-FINET System Internal Control Questionnaire for each business area that utilizes a Non-FINET receivable system or a Non-FINET billing system to help perform billing/account receivable functions (billing, recording, accounting, collecting, depositing, and writing off uncollectible accounts). A business area may not handle all functions, in which case “N/A” would be marked. Most agencies should be able to complete this questionnaire for all business areas at one time. If this is not practical in large agencies, please coordinate the completion schedule with the DAS Division of Finance.

To date, we have identified the following agencies (1) thought to have non-FINET receivable systems or non-FINET billing systems, or (2) which do not fully utilize FINET for all receivable and billing purposes, which need to complete this ICQ:

Identified Non-FINET Receivable Systems:
· (ABC) Alcoholic Beverage Control Commission, Carillon Financials, licensee liquor and renewal fees.
· (CPB) Capitol Preservation Board, Hill rentals, gym locker fees, flag sales.
· (DAS) Finance, OSDC – Office of Debt Collection.
· (DAS) Finance, CLSM – Construction Loan System Maintenance.
· (DEQ) Dept. of Environmental Quality, Environmental Response & Remediation, tank fees.
· (DHS) Dept. of Human Services, Utah State Developmental Center, patient receivables.
· (DHS) Dept. of Human Services, Utah State Hospital, patient and insurance receivables.
· (DHS) ORS - Office of Recovery Services
· (DNR) Dept. of Natural Resources, Water Rights, water user assessments.
· (DNR) Dept. of Natural Resources, Oil Gas Mining, Mineral Fees.
· (DOH) Dept. of Health, Health Clinics, healthcare recipients.
· (DOH) Dept. of Health, Family Dental Plan, Dental Clinics, dental care recipients.
· (DOH) Dept. of Health – Goold Health Systems (GHS), rebates.
· (DOH) Dept. of Health – MMIS.
· (DPS) Dept. of Public Safety, Bureau of Criminal Identification, billing receivables for gun purchase criminal background checks.
· (DWS) Dept. of Workforce Services, Contributions Automated Tax System (CATS).
· (DWS) Dept. of Workforce Services, Comprehensive Unemployment Benefit System (CUBS).
· (FI-) Dept. of Financial Institutions, annual assessments and license renewal receivables.
· (INS) Dept. of Insurance; license renewal receivables use the SIRCON billing system.
· (JUD) Administrative Office of the Courts; XChange fee-based subscription service.
· (JUD) Administrative Office of the Courts; AIS appellate court.
· (JUD) Administrative Office of the Courts; CARE juvenile court.
· (JUD) Administrative Office of the Courts; CORIS district court.
· (LBR) Utah State Labor Commission, UALD Wage Claims.
· (LBR) Utah State Labor Commission; Boiler, Elevator, and Coal Mine Safety.
· (LBR) Utah State Labor Commission; Industrial Accidents Division; UEF and penalties.
· (LBR) Utah State Labor Commission; OSHA Safebase.
· (REG) Board of Regents, loan receivables.
· (TAX) Utah State Tax Commission, GenTax and VADRS; taxpayer receivables.
· (TLA) School and Institutional Trust Lands; Land Management Business System; leases, rents, and installment sales contracts receivables.
· All agencies answering, “No” to question No. 1 of this ICQ.  A “No” answer indicates you do need to complete this ICQ.

This ICQ is for Receivable systems outside of FINET - even those Receivable systems that eventually or periodically interface with or feed into FINET.

At a minimum, one “Receivables – Non FINET Systems” ICQ should be completed for each agency/department for receivables or billings processed through a Non-FINET system.  If your agency is large or decentralized, then one ICQ may be needed for each separate division for receivables or billings processed through a non-FINET system.  Also, at least one ICQ is needed from each of the agencies listed above.
The ACT representative (or the internal control contact if delegated by the agency) for each agency will need to do the following:  (1) attend the monthly ACT meetings, (2) complete the ICQs or distribute the ICQs to those who will complete them, (3) gather the completed ICQs back up after they are completed, (4) have the Chief Financial Officer, Director of Finance or Comptroller of the agency review and approve them, (5) send the completed and approved ICQs electronically back to the Division of Finance, and (6) send the completed and approved ICQs to the agency’s internal auditors, if your agency is required by the Internal Audit Act to have an internal audit function.  Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.
The Chief Financial Officer, Director of Finance, or Comptroller for each agency will need to do the following:  (1) determine which and how many ICQs are needed, (2) review and approve each ICQ after they are completed, (3) have the agency head/executive director review and sign/acknowledge them, (4) determine which optional ICQs will be completed.

Please answer each question by checking the appropriate box (either Yes, No, or N/A). A “No” response identifies an internal control weakness or that the control is achieved with another compensating control. Please describe in the Comments field a detailed explanation for each “No” answer:
· The plan to resolve the weakness including the estimated date of completion, or
· The compensating control(s) and why they adequately compensate for the “No” response.
ICQs containing “No” responses, but without adequate and complete explanations, will be sent back to the agencies for revision and resubmission to State Finance.  If the question is “NA” because the agency is specifically exempted by statute, then the statutory citation should be provided in the “Comments” column.
“N/A” responses, when the reason is not readily apparent, also need an explanation.
For system and internal control documentation purposes, agencies may want to add a brief description of the control/procedures for “yes” responses.


Smaller agencies with few employees for proper segregation of duties
For “No” responses due to smaller organizations with fewer staff, making proper segregation of duties more difficult, compensating controls must be included in the “Comments” column.  Comments such as “Limited staffing” or “We do the best we can with the resources we have” are insufficient.  Limited staffing is not a good reason for agency management to accept internal control weaknesses.  In many, if not most cases, the agency should explain how it is going to increase “supervision” in the applicable area to compensate for the noted weakness in segregation of duties.  However, supervision is not the only way to compensate for segregation of duties internal control weaknesses.
When an ICQ question is worded in such a way that it does not apply exactly to the agency’s situation, please attempt to apply the meaning or purpose of the question to the agency’s situation.

For more information about the Internal Control Program and these Internal Control Questionnaires, or for contact information of the coordinator of this program, see the State Division of Finance website, http://finance.utah.gov/.  Then, click on “Internal Control.”
Complete the certification on the last page for each ICQ completed. 






RECEIVABLES


	
	Yes
	No
	N/A
	Comments

	A. Non-FINET Systems
	
	
	
	

	1.
	Is FINET the only system used by this agency  to accomplish any of the following receivable functions: 
· Create FINET receivable interface files (RE transactions)?
· Generate billings?
· Record, account, or control receivables?
· Generate invoices/statements for mailing to non-State customers?

If “Yes.” please skip the remaining ICQ questions, get the necessary signatures for the last page of this ICQ, and submit this ICQ to DAS Finance.

If “No,” please provide the non-FINET receivable or billing systems’ name(s) and the nature of the associated receivables in the “comments” column; and complete all ICQ questions and submit a copy of this completed ICQ for each such system.   No other explanation is needed in the “comments” column for this question.
	
	
	
	

	2.
	Has this non-FINET receivable or billing system been approved in writing by the State Division of Finance (See State policy FIACCT 06-01.00 (A)?

	
	
	
	

	3.
	Does this non-FINET receivable or billing system have external security that controls user access (e.g., individual user I.D. and password)?
	
	
	
	

	4.
	Does this non-FINET receivable or billing system have internal security that restricts and controls user access to existing billings, system records, or receivables without also requiring a secondary approval (e.g., changing a fine or fee, entering negotiated or adjusted amounts to bill)?
	
	
	
	

	B. Segregation of Duties
	
	
	
	

	5.
	Does this agency have written procedures that delineate specific segregation of duties?
	
	
	
	

	6.
	Are responsibilities for billing (i.e., assessing a fine or fee; initiating, negotiating or adjusting an amount to bill) segregated from those physically handling cash receipts?


	
	
	
	

	7.
	Are responsibilities for accounting (i.e., record, bill, account, and control) segregated from those physically receiving or handling cash receipts?
	
	
	
	

	8.
	Are there agency written procedures in the event that billing or accounting personnel are physically given cash receipts?
	
	
	
	

	9.
	Does this agency have written procedures that require someone without access to cash receipts to review documentation and records to ensure that cash receipts have been properly receipted, deposited, and recorded (See State policy FIACCT 13-00.00 (A.1))?
	
	
	
	

	10.
	Is access to programs, and functions within programs, limited to those who have a legitimate need?
	
	
	
	

	11.
	Are all billable rates properly approved by management, and are the rates based on adequate supporting documentation?
	
	
	
	

	12.
	Are rates incorporated into the computer programming for calculation of billings or receivables (e.g. predetermined service rates)?
	
	
	
	

	13.
	Does the agency have an independent person entering these approved rates into the computer programming?

	
	
	
	

	14.
	Is the agency testing rates to ensure that the proper calculations are being made by the computer?
	
	
	
	

	C. Procedural Controls
	
	
	
	

	15.
	Is there agency written procedures that cover the processes of billing, receivable recording, and cash receipts? 
	
	
	
	

	16.
	When the State has an enforceable legal claim to an asset that has not been received, is a receivable entry generated and billed promptly for the amount due? (See State policy FIACCT 06-01.00)?




enterprise and other service revenues include controls to ensure
usage records are accurately maintained, and amounts due are billed?
	
	
	
	

	17.
	Do enterprise and other service revenues include controls to ensure that usage records are accurately maintained and that amounts due are billed?
	
	
	
	

	18.
	Are reviews of receivables regularly completed to ensure amounts due are actually being collected?
	
	
	
	

	19.
	Unless stated in statute, are all changes in existing fees presented at a public hearing and then reviewed and approved by the Legislature before being implemented (See UCA 63J-1-504)?
	
	
	
	

	20.
	For a new program created by the Legislature that is to be funded in part or total by one or more new fees, are these new fees presented at a public hearing and then reviewed and approved by the Legislature at the next Legislative special or general session (See UCA 63J-1-504)?
	
	
	
	

	21.
	Are there agency procedures for billing and collecting receivables? 

	
	
	
	

	22.
	When annual payments are involved, do procedures for licenses, fees, and permits ensure previous year's records are properly updated for new registrants and withdrawals?
	
	
	
	

	23.
	Do procedures for licenses, fees, and permits include use of the updated records as the basis for billing persons subject to payment?
	
	
	
	

	24.
	Do procedures for fines, forfeitures, and court fees include maintaining and using court and other records of payments due as a basis for collections?
	
	
	
	

	25.
	Do procedures for fines, forfeitures, and court fees include control of issuance and disposition of fee notices, to ensure amounts due are assessed and collected?
	
	
	
	

	26.
	Are there procedures and controls to provide assurance of compliance with grant requirements?
	
	
	
	

	27.
	Do procedures include regular and timely reconciliation of subsidiary receivable balances with general ledger control accounts and investigation of reconciling items by someone without the ability to record adjustments to receivable accounts?
	
	
	
	

	28.
	Do general procedures include protecting records of receivables from destruction and unauthorized access?
	
	
	
	

	29.
	Do procedures include comparing current year receipts, collections, revenues to actual collections from prior years and explaining significant variances?
	
	
	
	

	30.
	Are significant variances in question above reviewed by agency level accounting officers and/or agency management?
	
	
	
	

	D.  Verification
	
	
	
	

	31.
	Before yearend, do agency procedures include reviewing receivables to ensure proper write-offs / adjustments are made (See State policy FIACCT 06-02.00 (D))?
	
	
	
	

	32.
	Do agency procedures include regular reconciliation of receivable balances with corresponding FINET balance sheet accounts?
	
	
	
	

	33.
	Prior to grant drawdowns, are there specific procedures and controls followed to assure compliance with grant requirements?
	
	
	
	

	34.
	Do agency procedures include comparing current year revenues and receivables to prior years and are anomalies explained?
	
	
	
	

	35.
	Are anomalies explanations reviewed by senior level accounting officers?
	
	
	
	

	36.
	Are there controls in the billing process to ensure individual receivable records are posted from authorized source documents only?

	
	
	
	

	E. Billing
	
	
	
	

	37.
	Do agency procedures include prompt notification by operational personnel to accounting personnel for billings, billing adjustments, and other receivable activity (generally within 5 business days)?
	
	
	
	

	38.
	Are billings generated and invoices or statements sent to customers promptly?
	
	
	
	

	39.
	Does the agency have a documented process to verify the accuracy of billings?
	
	
	
	

	40.
	Do agency procedures include numerical processing controls over billings?
	
	
	
	

	41.
	Are there agency procedures to prevent interception or alteration of invoices or statements after preparation, but before mailing?
	
	
	
	

	42.
	At a minimum, do invoices contain: a
unique identification number; the agency name, address, and contact information; description of what the billing is for; the amount being billed; and an invoice date?
	
	
	
	

	43.
	Do agency procedures specify prompt investigation of disputes with billing amounts by an individual independent of receivables record keeping?
	
	
	
	

	44.
	Do you have a procedure of when to bill?



	
	
	
	

	45.
	Do you send out billings promptly during the current period?
	
	
	
	

	46.
	Do you have procedures that include verifying the accuracy of billing invoices?
	
	
	
	

	47.
	Are there procedures providing for timely notification to the accounting office at the time billings or claims are prepared and rendered?
	
	
	
	

	48.
	Do agency procedures describe how and when receivables are to be recorded and billed?
	
	
	
	

	F. Collecting
	
	
	
	

	49.
	Are State accounting policies followed in actively pursuing past due receivables for 60 calendar days (See State policy FIACCT 06-02.03 (B))?

	
	
	
	

	50.
	Are State accounting policies followed in sending receivables over 60 days past due to the Office of State Debt Collection for additional collection effort? (See State policy FIACCT 06-02.03 (B))
	
	
	
	

	51.
	If your agency is exempt from send receivables to the Office of State Debt Collection, do you have written authorization from the Division of Finance Office of State Debt Collection?
	
	
	
	

	52.
	If the answer to the question above is “Yes,” does the agency take all available, legal remedies, including liens and court-based remedies, to recover the receivables for the State and its taxpayers?
	
	
	
	

	53.
	Is a receivable aging reviewed by supervisory personnel on a timely basis? (See background section D in State policy FIACCT 06-01.13)?
	
	
	
	

	54.
	Do accounts receivable record keeping procedures include periodic review of
receivable accounts for credit balances?
	
	
	
	

	55.
	Where allowable by law, are penalties and interest assessed on late filing and/or late payments?
	
	
	
	

	56.
	Do agency procedures exist to revoke licenses, deny permits, etc. if fees are not paid when due, and are the procedures followed?
	
	
	
	

	57.
	Do agency procedures exist to ensure that over payments are subsequently refunded and underpayments are collected?
	
	
	
	

	58.
	Are receivable amounts aged monthly?
	
	
	
	

	59.
	Is aging of receivables reviewed by authorized personnel?
	
	
	
	

	60.
	Do accounts receivable record keeping procedures include reconciling the aggregate collections on accounts receivable against postings to individual subsidiary receivable accounts?
	
	
	
	

	G.  Non-Sufficient Funds Checks
	
	
	
	

	61.
	Are all NSF checks pursued for collection either by the agency or by the Office of State Debt Collection?

	
	
	
	

	62.
	In pursuing NSF collection, is the State accounting policy followed of recording a receivable including a $20.00 service charge within 5 business days of receiving the NSF check?
	
	
	
	

	63.
	In pursuing NSF collection, is the State accounting policy followed of mailing the NSF check notice to the issuer within 5 business days of receiving the NSF check?

	
	
	
	

	64.
	Are all other State accounting policies followed in handling non-sufficient funds checks?

	
	
	
	

	H.  Write-Off
	
	
	
	

	65.
	Are State accounting policies followed in handling write-offs for uncollectable receivables?

	
	
	
	

	66.
	Are State accounting policies followed in recording receivable allowances for doubtful accounts?

	
	
	
	

	67.
	Do agency procedures provide for utilizing all feasible and allowable legal remedies to collect charged-off or non-collectable accounts?
	
	
	
	

	68.
	Do agency procedures provide for promptly notifying management not involved in the collection function when accounts are deemed non-collectable?
	
	
	
	

	69.
	Does management not involved in the collection function formally approve write-
offs or other reductions of receivables prior to writing them off?
	
	
	
	






CERTIFICATION STATEMENT

For the agency and business area indicated on this form, we are providing this statement in connection with this internal control questionnaire for the purpose of acknowledging that we are aware of the risks and harms that might occur to the State if the agency has not established and/or does not follow strong internal controls. 

We confirm that we have accurately completed this questionnaire (and others if needed) and documented all compensating controls and corrective action plans for internal control weaknesses in accordance with the instructions provided.


Agency Name: ___________________________  	Division/Bureau: _____________________


Prepared by:		Date:	

Title:		Phone: _____________________________ 


Approved by Agency Chief Financial Officer, Director of Finance or Comptroller:

Approved by:		Date:	

Title:		Phone: _____________________________ 


Acknowledged by Agency Head/Executive Director:

Acknowledged by:		Date:	

Title:		Phone: _____________________________ 


Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.

[Provide names of all preparers below if there is more than one]

[image: DASLogo_Horizontal2]	Page 1 of 11	Updated 2-19-14
image1.png
”1 Division of

L Fnance

,,,,,
EEEEEEEEEEEEEEEE





image2.jpeg
A Department of Administrative Services





