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Internal Control Questionnaire

[bookmark: _GoBack]As public servants, it is our responsibility to use taxpayers’ dollars in the most effective and efficient way possible while adhering to laws and regulations governing those processes. There are many reasons to place controls in various points in these processes that may appear bureaucratic, but are necessary to ensure objectives are met and there is accountability to the citizens. This document does not address all possible circumstances that need to be considered when establishing internal controls or assessing risk. Each agency is responsible for reviewing its business practices and processes to determine where risks exist and where and how controls can be established to mitigate them.

Examples of the results of appropriate controls are as follows:
· Segregation of duties is maintained to the extent staffing constraints allow between the functions for information systems.  Specifically, the use, data entry, computer operation, network management, system administration, systems development and maintenance, change management, security administration, and security audit are all properly segregated.
· Unauthorized personnel are prevented from accessing computer resources.
· Authentication and access mechanisms are in place (e.g. regular password changes).
· Operational security is periodically reviewed.
· Internal controls are established and periodically reviewed, 
· Data is accurate, complete, and valid.
· Output is routinely reconciled to relevant internal system control totals. 
· Audit trails are provided to facilitate the tracing of transaction processing.
· The logical and physical security of the organization’s information assets is protected.
· Privacy and security of sensitive data is adequately addressed.
· User accounts are managed in a timely manner.
· Information systems are adequately protected from computer viruses and other system corrupting elements (such as spy-ware, ad-ware, Trojans, worms, etc.).

Control Objectives: 
1. Proper design and use of information system documents and records is maintained.
2. Access to and use of the information system, assets and records are reasonable and restricted to authorized individuals.
3. Segregation of duties exists in functions related to the information systems.
4. Transactions and activities related to the information systems are properly authorized.
5. Performance of information system functions is independently verified.

Segregation of Duties: 
Segregation of duties is one of the most important features of an internal control plan.  The fundamental premise of segregated duties is that an individual or small group of individuals should not be in a position to initiate, approve, undertake, and review the same action.  These are called incompatible duties when performed by the same individual.  

Examples of incompatible duties include situations where the same individual (or small group of people) is responsible for:
· Managing both the operation of and record keeping for the same activity.
· Managing custodial activities and record keeping for the same assets.
· Authorizing transactions and managing the custody or disposal of the related assets or records.

Stated differently, there are four kinds of functional responsibilities that should be performed by different work units or, at a minimum, by different persons within the same unit:
1. Custody of assets involved:  This duty refers to the actual physical possession or effective physical control over/safekeeping of property.
2. Recording transactions: This duty refers to the accounting or record keeping function, which in most organizations, is accomplished by entering data into a computer system.
3. Authorization to execute transactions: This duty belongs to persons with authority and responsibility to initiate and execute transactions.
4. Periodic reviews and reconciliation of existing assets to recorded amounts: This duty refers to making comparisons at regular intervals and taking action to resolve differences.

The advantage derived from proper segregation of duties is twofold:
· Fraud is more difficult to commit because it would require collusion of two or more persons and most people hesitate to seek the help of others to conduct wrongful acts.
· By handling different aspects of the transaction, innocent errors are more likely to be found and flagged for correction.

The area of Information Systems and Technology has been divided into three different ICQs:
1. Security Controls.
2. Development, Implementation, and Change Controls.
3. Financial Systems and IT Group Controls.

INSTRUCTIONS

Many of the questions will need to be answered jointly by your organization and your IT Director.  Together, a comprehensive analysis of your information systems and the underlying technology should be formulated whereby critical information is properly maintained and safeguarded on behalf of your organization, your public constituents, and the State of Utah.

Within the State of Utah, recent consolidation of IT services has resulted in the formation of the Department of Technology Services (DTS).  This department is responsible for all IT activity across the State of Utah.  This includes oversight and approval of IT acquisitions, new and ongoing development including maintenance, management and support of IT infrastructure (including all hardware), management and support of operations, management and support of the network environment, management and support of desktops, etc.  As such, responsibility for key areas as it relates to your information systems falls into one of three categories:  Department Responsibility or DTS Responsibility or a combination of both Department and DTS Responsibility.  As you go through the questionnaire, it is important to acknowledge where the proper responsibility lies.  It is recommended that you work closely with your IT Director, especially on those areas where you rely heavily on DTS for the support and maintenance of your information systems.

Agencies are not required to answer the questions identified with an asterisk (*) just before the question.  However, these questions are important for you to consider.  The required questions relate to the State’s financial statements - that is, the questions relate to (1) information systems and technology which generate financial transactions or deal with information that eventually feeds into or affects FINET or (2) security risk or other types of risk are so significant that they could potentially result in a liability of or a lawsuit against the State.  To the extent that each agency applies the questions to non-financial information or systems (which is not required), the results of any such analysis is only for the agency’s consideration and does not have to be submitted to the Division of Finance.  It is recommended that agencies complete this ICQ for all new information systems.

This ICQ could appropriately be applied to all of your information systems and technology, and you would be wise to consider the questions for all of your systems.  However, we are only asking that you complete it and submit it for your direct financial systems and indirect financial systems.  Any systems that interface with FINET are considered direct financial systems.  The ACT at each agency may decide what systems are considered indirectly financial.  However, any systems that maintain or process information used by management that will eventually affect transactions (journal entries or disbursements) on FINET could be considered indirect financial systems.  Systems, with databases that you don’t want stolen or hacked, and any systems outside of the State’s protected network, are highly recommended to be considered as you complete the questionnaire.

The ACT representative (or the internal control contact if delegated by the agency) for each agency will need to do the following:  (1) attend the monthly ACT meetings, (2) complete the ICQs or distribute the ICQs to those who will complete them, (3) gather the completed ICQs back up after they are completed, (4) have the Chief Financial Officer, Director of Finance or Comptroller of the agency review and approve them, (5) have the agency head/executive director review and acknowledge them, (6) send the completed and approved ICQs (electronically is preferred) back to the Division of Finance, and (7) send the completed and approved ICQs to the agency’s internal auditors, if your agency is required by the Internal Audit Act to have an internal audit function.  Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.

The Chief Financial Officer, Director of Finance, or Comptroller for each agency will need to do the following:  (1) determine which and how many ICQs are needed, (2) review and approve each ICQ after they are completed, (3) determine which optional ICQs will be completed.

Please answer each question by checking the appropriate box (either Yes, No, or N/A). A “No” response identifies an internal control weakness or that the control is achieved with another compensating control. Please describe in the Comments field a detailed explanation for each “No” answer:
· The plan to resolve the weakness including the estimated date of completion, or
· The compensating control(s) and why they adequately compensate for the “No” response.
ICQs containing “No” responses, but without adequate and complete explanations, will be sent back to the agencies for revision and resubmission to State Finance.  If the question is “NA” because the agency is specifically exempted by statute, then the statutory citation should be provided in the “Comments” column.
“N/A” responses, when the reason is not readily apparent, also need an explanation.
For system and internal control documentation purposes, agencies are strongly encouraged to add a brief description of the control/procedures for many or all “yes” responses.

When an ICQ question is worded in such a way that it does not apply exactly to the agency’s situation, please attempt to apply the meaning or purpose of the question to the agency’s situation.
For more information about the Internal Control Program and these Internal Control Questionnaires, or for contact information of the coordinator of this program, see the State Division of Finance website, http://finance.utah.gov/.  Then, click on “Internal Control.”
Complete the certification on the last page for each ICQ completed.
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Complete one ICQ covering all of your agency’s direct and indirect financial applications that run on the State’s network behind the State’s firewall.  Also, if applicable, complete a separate ICQ for each non-network, stand-alone application that your agency has that does not run on the State’s protected network.  For each of your applications maintained by outside vendors, we recommend one of the following: (a)  ask the vendor to complete the ICQ and provide it to you, (b) ask the vendor for permission to come in and ask the ICQ questions of their employees, (c) ask the vendor to provide some kind of audit report periodically on their system security, or (d) if none of the first 3 options were successful, when possible, negotiate into your service-level agreement (contract) with the outside vendor the ability to do one or more of the first 3 options.

     
Security Control Activities Questions:
	A.
	Security Organization and Management:
	Yes
	No
	N/A
	Comments

	1.
	Does the entity have an Information Technology (IT) Security and Risk Coordinator?
	
	
	
	

	2.
	Have user roles and responsibilities been clearly defined and communicated?
	
	
	
	

	3.
	Have developer roles and responsibilities been clearly defined and communicated?
	
	
	
	

	4.
	Have owner roles and responsibilities been clearly defined and communicated?
	
	
	
	

	5.
	Is the business owner involved in the design of security access for IT staff?  [The "business owner" is the individual and/or group responsible for decision making on a product or service.  For example, the business owner makes decisions regarding hours of operation, if and when updates should be applied, when to pursue a new upgrade, funding, etc.]
	
	
	
	

	6.
	Is there a periodic review of security access?
	
	
	
	



	B.
	Security Policies and Procedures:
	Yes
	No
	N/A
	Comments

	7.
	Are there published policies and procedures that support the agency’s information integrity objectives?
	
	
	
	

	8.
	Is there a controlled process to review and, if necessary, to update the security policy and procedure documentation (or comprehensive security plan) on a periodic basis?
	
	
	
	

	9.
	Is there a process to ensure that IT and business owners are aware of security policies and procedures, as well as their specific security responsibilities?
	
	
	
	

	10.
	Have security policies relating to computer resources and passwords been communicated to all employees?
	
	
	
	

	11.
	Are procedures in place for removing all system access when an employee leaves a unit?
	
	
	
	

	12.
	Are non-IT employees denied administrative rights to their computer or other computers in the entity?  [Administrative rights allow employees to install unauthorized applications and make other undesirable changes.  DTS has this internal control as a longer-term goal, and agencies should also.]
	
	
	
	



	C.
	Security Over Applications:
	Yes
	No
	N/A
	Comments

	13.
	Is there a documented security administration process to ensure that all network and applications access is approved by management?
	
	
	
	

	14.
	Is system access approved by the business owners?
	
	
	
	

	15.
	Does the agency request, review, and approve reports of user access by agency management for all direct and indirect financial applications (not just applications using the State’s network authentication [UMD]) to ensure access is commensurate with current job responsibilities on an annual basis?  [These reports have not been requested by agencies regularly (annually) in the past.  However, this internal control is important and the concept is supported by DTS by their enterprise security policy which calls for users to have access to data based upon the least privilege principle.]
	
	
	
	

	16.
	For agencies with systems and/or applications with or without sensitive data maintained or processed by external/outside vendors, has the agency negotiated into their service agreement (agency or State contract) the ability to make audit inquiries and perform audit work periodically?  [DTS, as of 2015, started including an audit clause into the standard terms and conditions of their contracts to enable representatives of the agency and/or State auditors to perform audit inquiries and audit work as needed.]
	
	
	
	

	17.
	For agencies with systems and/or applications with sensitive data maintained or processed by external/outside vendors, if an audit report from the vendor that includes “security” on their systems and applications as part of the scope of the audit is available (such as a SSAE 16 Type II report), does the agency periodically (a) obtain the report from the vendor, (b) review the report for significant weaknesses and an “unqualified” opinion/report, and (c) follow up to help ensure corrective action is taken?
	
	
	
	

	18.
	For situations where an audit clause has already been included in the agency or State contract with the vendor, does the agency periodically perform audit inquiries and audit work, covering contract compliance including “security,” at the vendor location?  [The agency could consider the need to begin such an audit by completing a Security ICQ from the Finance website on the vendor (or request the vendor to complete one and return it to the agency)]
	
	
	
	

	19.
	Has the agency included, in the agency or State contract, provisions to help ensure the external/outside vendor has established appropriate security internal controls on how to handle the State’s sensitive data?
	
	
	
	

	20.
	As the business owner, does the agency perform an annual risk assessment on each application?
	
	
	
	

	21.
	As part of the risk assessment, does the agency complete and submit the DTS Form: 524 - Full Development Security Checklist to the DTS Chief Information Security Officer?
	
	
	
	



	D.
	Security Over Sensitive and/or Critical Data:
	Yes
	No
	N/A
	Comments

	22.
	Has management complied with federal and state laws, regulations and rules regarding the privacy and confidentiality of financial data collected from customers, vendors, or employees for each application?
	
	
	
	

	23.
	Are appropriate monitoring and audit trail controls in place for management to monitor for unauthorized activity?
	
	
	
	

	24.
	Does management periodically review monitoring reports to identify potential unauthorized activity?
	
	
	
	



	E.
	Physical Environment and Access (the following roles should be defined in collaboration between the agency and DTS personnel):
	Yes
	No
	N/A
	Comments

	25.
	Do procedures restrict physical access to computer facilities, including wiring closets, to authorized personnel?
	
	
	
	

	26.
	Are PC systems with hard disks, in areas where they are accessible to the public, controlled/monitored when left unattended?
	
	
	
	

	27.
	Are all public use workstations restricted to read access only and USB ports disabled?
	
	
	
	

	
	In compliance with DTS Policy 5000-003:
	
	
	
	

	28.
	Has the agency either adopted the DTS Enterprise Mobile Device Policy or written its own more restrictive policy on managing mobile devices and the sensitive data that is on them?
	
	
	
	

	29.
	Are all laptop hard drives, including laptops of other agencies including DTS which are being used within your agency, that are ever connected to the State’s Network, properly encrypted?
	
	
	
	

	30.
	Are sensitive data defined and identified in agency policy?
	
	
	
	

	31.
	When employees leave the agency, are: (a) all mobile devices checked in, (b) sensitive data wiped with State software, and (c) the mobile devices secured?
	
	
	
	

	32.
	Have procedures been established to ensure proper disposal of sensitive media (e.g. shredding of printouts, complete removal (wipe) of data and software from hard disks, diskettes, and magnetic tapes)?
	
	
	
	

	33.
	Are there controls on computer output that ensures only authorized users are receiving the data? 
	
	
	
	



	F.
	System Backup Procedures (the following roles should be defined in collaboration between the agency & DTS):
	Yes
	No
	N/A
	Comments

	34.
	Are data backup procedures documented and followed?
	
	
	
	

	35.
	Does the frequency of data backup procedures allow for the economic recovery of data lost due to intentional or accidental destruction?
	
	
	
	

	36.
	Are regular, frequent backups created and saved?
	
	
	 
	

	37.
	Are all backup data stored in a secured fireproof vault or at a safe offsite location?
	
	
	
	

	38.
	Are all backup data stored off site daily?
	
	
	
	

	39.
	Is there a complete system backup done at month end? 
	
	
	
	

	40.
	Is there a complete system backup done at fiscal year end?
	
	
	
	

	41.
	Are systems periodically restored from back-ups to confirm that the data and process are functional?  [If DTS provides this service, answer “No” if it has not been performed in the last three years?  However, a compensating control or corrective action plan is still required in the Comments.]
	
	
	
	

	42.
	Are employees storing all critical files on network drives rather than workstation drives?
	
	
	
	

	43.
	Are procedures established that requires all critical data to be maintained on devices and drives that are subject to data back-up and recovery policies and procedures?
	
	
	
	



	G.
	Security Over Applications:
	Yes
	No
	N/A
	Comments

	44.
	Are users required to have complex passwords for all applications?
	
	
	
	



	H.
	Contingency Planning, Disaster Recovery (Restoring core systems), Continuity of Operations Plan (COOP)
	Yes
	No
	N/A
	Comments

	45.
	Does the plan identify steps for system recovery?
	
	
	
	

	46.
	Does the plan identify computer equipment needed for temporary processing?
	
	
	
	

	47.
	Does the plan identify all hardware and components (e.g. make, model numbers, serial numbers, etc.)?
	
	
	
	

	48.
	Does the plan include an inventory of all software applications (e.g. operating system and software applications, release versions, and vendor names)?
	
	
	
	

	49.
	Does the plan identify the location of all user documentation as well as system procedures manuals?
	
	
	
	

	50.
	Does the agency record retention policy require that records be retained for at least as long as they are needed to meet operational and legal requirements?
	
	
	
	



	I.
	Contingency Planning, Business Continuity (Ongoing business operations, much more broad than Disaster Recovery):
	Yes
	No
	N/A
	Comments

	51.
	Is there a written business continuity plan (BCP)?
	
	
	
	

	52.
	Does the BCP identify critical processes?
	
	
	
	

	53.
	Does the BCP identify critical staff responsibilities?
	
	
	
	

	54.
	Does the BCP identify business locations(s) that could be used to process critical applications in an emergency? 
	
	
	
	

	55.
	Is there a written agreement with other business location(s)?
	
	
	
	

	56.
	Does the BCP identify the location of all user documentation?
	
	
	
	

	57.
	Does the BCP identify the off-site location of extra stock, such as checks, warrants, purchase orders, etc.?
	
	
	
	

	58.
	Are procedures for emergency purchases spelled out in the BCP?
	
	
	
	

	59.
	Are all employees trained for appropriate responses to emergency situations?
	
	
	
	

	60.
	Does the agency record retention policy require that records be retained for at least as long as they are needed to meet operational and legal requirements?
	
	
	
	

	61.
	Is the plan reviewed and exercised regularly?
	
	
	
	

	62.
	Is the BCP updated with lessons learned from the exercises?
	
	
	
	



[Continued on next page.]

PLEASE READ THIS NOTE!

The remaining questions of this ICQ have already been answered by DTS and their answers are below.  Your agency’s approval of this ICQ signifies that you (1) have read the questions and the DTS responses, (2) agree with the responses as they relate to your agency’s systems and personnel, and (3) will take the necessary actions indicated.

Security Control Activities Questions:
	J.
	Security Organization and Management :
	Yes
	No
	N/A
	Comments

	63.
	Are unsuccessful access attempts recorded?
	X
	
	
	For Operating System (OS)/Network.

	64.
	Are unsuccessful access attempts reported?
	X
	
	
	For systems included in Logarithm (LogR). 

	65.
	Are unsuccessful access attempts monitored?
	X
	
	
	For systems included in LogR.



	K.
	Security Policies and Procedures:
	Yes
	No
	N/A
	Comments

	66.
	Are all users required to authenticate with a personally identifiable username and password to access a workstation?
	X
	
	
	Help desk technicians can use a common admin ID for recovery purposes.

	67.
	Are all computers configured to require a locking screen saver that activates when there is not more than 15 minutes of inactivity on the computer?
	
	X
	
	Each agency should immediately contact their IT Director to implement this internal control.

	68.
	Has the agency opted to install virus protection software and keep all computers up to date?
	X
	
	
	

	69.
	Is adequately trained IT staff immediately alerted to virus events on computers?
	X
	
	
	

	70.
	Does all staff regularly take security awareness training that covers topics such as password construction and management, web and email security, social engineering and networking, physical security, identity theft, data security, mobile device security, and reporting incidents?
	X
	
	
	

	71.
	Has the agency opted to keep all computers updated regularly for operating system security fixes and third party applications?
	X
	
	
	





	L.
	Security Over Applications:
	Yes
	No
	N/A
	Comments

	72.
	Are users required to change their passwords at least every 90 days for all applications?
	X
	
	
	For Ultra Mobile Devices (UMD) and Analog Devices (AD) controlled apps.



	M.
	Contingency Planning, Disaster Recovery (Restoring core systems), Continuity of Operations Plan (COOP)
	Yes
	No
	N/A
	Comments

	73.
	Is there a written disaster recovery plan (DR)?
	X
	
	
	

	74.
	Does the plan identify the critical applications?
	X
	
	
	

	75.
	Does the plan identify the critical staff responsibilities?
	X
	
	
	

	76.
	Does the plan identify business locations(s) that could be used to process critical applications in an emergency? 
	X
	
	
	

	77.
	Is there a written agreement for any other data processing or business locations other than Salt Lake and Richfield?
	
	X
	X
	If the agency uses any data processing or business locations other that Salt Lake or Richfield and does not have a written agreement, the agency should immediately contact their IT Director and implement this internal control.

	78.
	Does the plan identify the off-site location of the disaster recovery plan?
	X
	
	
	

	79.
	Does the plan identify the location and users authorized to access off-site system backups?
	X
	
	
	

	80.
	Does the plan identify the off-site location of extra stock, such as checks, warrants, purchase orders, etc.?
	X
	
	
	

	81.
	Are procedures for emergency purchases spelled out in the plan?
	X
	
	
	

	82.
	Does the agency have a Disaster Recovery site where a cold-back-up of software and data resides to ensure an appropriate recovery time (as defined in the plan)?
	X
	
	
	

	83.
	Does the agency have a Disaster Recovery site where a warm-back-up of software and data resides to ensure an appropriate recovery time (as defined in the plan)?
	
	X
	
	Some State systems have this in place.  If not, the agency should immediately contract their IT Director and implement this internal control.

	84.
	Does the agency have a Disaster Recovery site where a hot-back-up of software and data resides to ensure an appropriate recovery time (as defined in the plan)?
	
	X
	
	Some State systems have this in place.  If not, the agency should immediately contract their IT Director and implement this internal control.

	85.
	Are all employees trained for appropriate responses to emergency situations?
	
	X
	
	The agency should immediately contract their IT Director and prepare a Communication Plan for employees.

	86.
	Is the plan reviewed and exercised regularly?
	X
	
	
	

	87.
	Is the plan updated with lessons learned from the reviews and exercises?
	X
	
	
	






AGENCY’S OVERALL COMMENTS BELOW, IF ANY




CERTIFICATION STATEMENT

For the agency and business area indicated on this form, we are providing this statement in connection with this internal control questionnaire for the purpose of acknowledging that we are aware of the risks and harms that might occur to the State if the agency has not established and/or does not follow strong internal controls. 

We confirm that we have accurately completed this questionnaire (and others if needed) and documented all compensating controls and corrective action plans for internal control weaknesses in accordance with the instructions provided.

Agency Name: ___________________________  	Division/Bureau: _____________________

Specific Systems considered while completing this ICQ:  _______________________________


Prepared by:		Date:	

Title:		Phone: _____________________________ 


IT Contact Name:		Phone:	
[Print name; No signature is required here.]


Approved by Agency Chief Financial Officer, Director of Finance or Comptroller: 

Approved by:		Date:	

Title:		Phone: _____________________________ 


Acknowledged by Agency Head/Executive Director:

Acknowledged by:		Date:	

Title:		Phone: _____________________________ 


Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.

[Provide names of all preparers below if there is more than one:
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