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As public servants, it is our responsibility to provide financial reports to our citizens, creditors, and other financial report users.   As public servants, we must maintain internal control systems to provide reasonable assurance that the financial reports are accurate and free from bias; contain nothing that would mislead; are prepared in accordance with the highest standards; and comply with all applicable laws, regulations, and generally accepted accounting principles. 

This document does not address all possible circumstances that need to be considered when establishing internal controls or assessing risk. Each agency is responsible for reviewing their business practices and processes to determine where risks exist and where and how controls can be established to mitigate them.

Control Objectives:
Management has sufficient knowledge of the agency’s processes for identifying, analyzing, and managing risks relevant to the preparation of the financial statements.
1. An assessment process exists to identify significant financial reports, significant accounts, relevant financial report assertions, and major transaction cycles.
2. Internal controls are documented; and management has an understanding of controls for all significant accounts, groups of accounts, and transactions.
3. A system exists to Identify, accumulate, and evaluate design and operating control deficiencies; communicate findings; and correct deficiencies.
4. Segregation of duties or mitigating controls exists between transaction processing, authorization, custody, and the recording functions.
5. Management provides written assurance on the effectiveness of internal control over financial reporting.
6. Financial reports can be verified by an independent auditor.


INSTRUCTIONS

To date, we have identified the following agencies, thought to prepare financial statements for external audit or for a Board, which need to complete this ICQ:

· Department of Corrections, Utah Correctional Industries.
· Department of Environmental Quality, Water Loan Funds.
· Board of Education, Schools for the Deaf and the Blind.
· Department of Administrative Services, Division of Finance, various (see below).
· State Board of Regents, Utah Higher Education Assistance Authority, Student Assistance Programs, etc.
· All agencies answering, “No” to question No. 1 of this ICQ.

The State Division of Finance prepares the following financial statements for which it needs to complete this ICQ:

· Comprehensive Health Insurance Pool.
· Department of Administrative Services, Division of Finance (CAFR).
· Department of Alcoholic Beverage Control.
· Department of Workforce Services, Unemployment Insurance.
· Navajo Trust Administration, Utah Navajo Royalties Holding Fund.



Other State agencies that are not subject to policies issued by the State Division of Finance were not included on the list above.  Such agencies include the following (and may find this ICQ beneficial):

· Heber Valley Historic Railroad Authority.
· Millitary Installation.
· Utah Dairy Commission.
· Utah Housing Corporation.
· Utah Public Employees’ Health Plan.
· Utah Retirement Systems.
· Utah State Fair Corporation.
The ACT representative (or the internal control contact if delegated by the agency) for each agency will need to do the following:  (1) attend the monthly ACT meetings, (2) complete the ICQs or distribute the ICQs to those who will complete them, (3) gather completed ICQs, (4) have the Chief Financial Officer, Director of Finance or Comptroller of the agency review and approve them, (5) send the completed and approved ICQs electronically back to the Division of Finance, and (6) send the completed and approved ICQs to the agency’s internal auditors, if your agency is required by the Internal Audit Act to have an internal audit function.  Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.
The Chief Financial Officer, Director of Finance, or Comptroller for each agency will need to do the following:  (1) determine how many of this ICQ are needed and who should complete them, (2) review and approve each ICQ after they are completed, and (3) have the agency head/executive director review and sign/acknowledge them.

Please answer each question by checking the appropriate box (either Yes, No, or N/A). A “No” response identifies an internal control weakness or that the control is achieved with another compensating control. Please describe in the Comments field a detailed explanation for each “No” answer:
· The plan to resolve the weakness including the estimated date of completion, or
· The compensating control(s) and why they adequately compensate for the “No” response.
ICQs containing “No” responses, but without adequate and complete explanations, will be sent back to the agencies for revision and resubmission to State Finance.  If the question is “NA” because the agency is specifically exempted by statute, then the statutory citation should be provided in the “Comments” column.
“N/A” responses, when the reason is not readily apparent, also need an explanation.
For system and internal control documentation purposes, agencies may want to add a brief description of the control/procedures for “yes” responses.

When an ICQ question is worded in such a way that it does not apply exactly to the agency’s situation, please attempt to apply the meaning or purpose of the question to the agency’s situation.

For more information about the Internal Control Program and these Internal Control Questionnaires, or for contact information of the coordinator of this program, see the State Division of Finance website, http://finance.utah.gov/.  Then, click on “Internal Control.”

Complete the certification on the last page for each ICQ completed.



	A.
	Identification of Financial Statement Preparers:
	Yes
	No
	N/A
	Comments

	1.
	Is it true that the agency does not prepare any financial statements for external audit or for a board other than those on the list above?
If “Yes,” answer this question only, get the necessary signatures at the end of this ICQ, and submit this ICQ.
If “No,” please provide the name(s) of the financial reporting entity (or entities) for which the agency prepares financial statements in the “comments” column, and complete and submit a copy of this ICQ for each such set of financial statements.  Other than completing the ICQ and providing the name(s) of the financial reporting entity (or entities), no other explanation is needed in the “comments” column.
	
	
	
	

	
	
	
	
	
	

	B.
	Governance and Communication:
	Yes
	No
	N/A
	Comments

	2.
	Are those charged with governance actively involved in and knowledgeable about financial reporting?
	
	
	
	

	3.
	Has management established a clearly-defined process for financial reporting?
	
	
	
	

	4.
	Has management clearly communicated financial reporting objectives?
	
	
	
	

	Is the financial reporting process and its key attributes (e.g., overall timing, methodology, format, and frequency of analysis):
	
	
	
	

	5.
	  Documented?
	
	
	
	

	6.
	  Approved by management?
	
	
	
	

	7.
	  Reviewed on a regular basis?
	
	
	
	

	8.
	Are authority, responsibility, and free flow of information in place to support financial reporting?
	
	
	
	

	9.
	Does communication exist between management and those charged with governance so that both have relevant information to fulfill their roles with respect to governance and financial reporting?
	
	
	
	

	10.
	Does management communicate accounting treatments selected for significant events and transactions to those charged with governance on a timely basis?
	
	
	
	

	11.
	Are significant estimates, judgments, and changes thereto reported on a regular basis to those charged with governance?
	
	
	
	

	12.
	Do personnel have an effective and nonretributive method to communicate significant information or fraud to management that would affect financial reporting?
	
	
	
	

	13.
	Are those charged with governance actively involved and have significant influence over the agency’s internal control environment?
	
	
	
	

	14.
	Are management and those charged with governance briefed by financial reporting personnel on a regular basis and before financial statements are released to the public?
	
	
	
	

	15.
	Does such briefing include a discussion of significant nonroutine events and transactions, selection and application of critical accounting policies, areas with unusual fluctuations, and other relevant significant issues?
	
	
	
	

	16.
	Are specific individuals given the responsibility to discuss financial results with individuals outside the reporting agency?
	
	
	
	

	17.
	Does top management communicate to those charged with financial reporting that internal control and individual responsibility must be taken seriously?
	
	
	
	



	C.
	Segregation of Duties:
	Yes
	No
	N/A
	Comments

	18.
	Are the responsibilities for preparing the financial statements segregated from those who have custody of assets?
	
	
	
	

	19.
	Are the responsibilities for preparing the financial statements segregated from those for maintaining the general ledger?
	

	
	
	

	20.
	Are responsibilities for preparation and approval functions segregated from those for journal entries?
	
	
	
	

	21.
	Are responsibilities for the final review and approval of financial reports segregated from the responsibility for the preparation of the reports?

	
	
	
	



	D.
	General Ledger Procedural Controls:
	Yes
	No
	N/A
	Comments

	22.
	Is a principal accounting officer responsible for accounting records and accounting employees?
	
	
	
	

	23.
	Is general ledger control maintained over all assets and transactions at all departments of the organization?
	
	
	
	

	24.
	Are written accounting policy and procedural manuals distributed to appropriate personnel in all departments?
	
	
	
	

	25.
	Are processes established to ensure only authorized persons can alter or establish a new accounting principle, policy, or procedure to be used by the organization?
	
	
	
	

	26.
	Are processes periodically evaluated to ensure compliance and effectiveness?
	
	
	
	

	27.
	Are accounting policies and procedural manuals updated as necessary?
	
	
	
	

	28.
	Is security periodically reviewed for those with access to and responsibility for accounting records?
	
	
	
	

	29.
	Is adequacy and effectiveness of the internal accounting controls, as related to the organization’s transaction systems (procurement, revenues, receivables, etc.), periodically evaluated?
	
	
	
	

	30.
	Are identified weaknesses corrected in a timely manner?
	
	
	
	

	31.
	Have deadlines been established for period end processes?
	
	
	
	

	32.
	Are general ledger balances reconciled with subsidiary ledgers or other supporting records on a timely basis?
	
	
	
	

	33.
	Are asset accounts evaluated periodically to determine if the valuation is reasonable?
	
	
	
	



	E.
	Closing Procedures:
	Yes
	No
	N/A
	Comments

	For a reporting period are procedures and policies documented for: 
	
	
	
	

	34.
	  Closing the accounts?
	
	
	
	

	35.
	  Adjusting the accounts?
	
	
	
	

	36.
	  Reviewing the accounts?
	
	
	
	

	37.
	Are closing procedures in place to ensure all accounting systems have included all transactions applicable to the reporting period?
	
	
	
	

	38.
	Is a process in place to ensure that the trial balance(s) used in the financial statement process is final, contains all valid journal entries made, and is in balance?
	
	
	
	

	39.
	Are clearing, transfer, and suspense account transactions resolved on a timely basis?
	
	
	
	

	40.
	Has management received sign-offs and representations from other units of the agency to ensure all relevant information has been collected and disclosed on a timely basis?
	
	
	
	

	41.
	Are procedures in place to ensure all journal entries have been processed?
	
	
	
	

	42.
	Are all journal entries reviewed, approved, and supported by descriptions or documentation?
	
	
	
	

	43.
	Are controls established to ensure only authorized individuals can initiate journal entries?
	
	
	
	

	44.
	Are significant variances from prior periods investigated?
	
	
	
	

	45.
	Are routine and nonroutine events and transactions occurring near period end analyzed and reviewed to ensure they are accounted for in the proper reporting period?
	
	
	
	

	46.
	Are unusual items and exceptions identified through analysis and reconciliations?
	
	
	
	

	47.
	Are identified unusual items and exceptions documented, resolved, and reviewed by management on a timely basis?
	
	
	
	



	F.
	Combining Procedures and Controls:
	Yes
	No
	N/A
	Comments

	48.
	Are procedures established to ensure orderly and effective accumulation of financial data received from departments and other accounting units?
	
	
	
	

	49.
	Are procedures established to permit review of entries generated from departments and other accounting units?
	
	
	
	

	50.
	Are procedures established to permit review of special entries generated in the combining process?
	
	
	
	

	51.
	Are consolidation, reclassification, and other adjustments of general ledger balances explained and formatted to support the financial statements?
	
	
	
	

	52.
	Are reviews performed for entries recorded directly to the financial statements to ensure all entries are also recorded in the general ledger?
	
	
	
	

	53.
	Are procedures established for rare entries necessary to be recorded directly to the financial statements (bypassing the general ledger)?
	
	
	
	



	G.
	Preparation, Review and Approval Procedural Controls:
	Yes
	No
	N/A
	Comments

	54.
	Are responsibilities for financial reporting clearly defined?
	
	
	
	

	55.
	Is delegation of authority defined? 
	
	
	
	

	56.
	Has fiscal staff been trained in the use of the accounting system, including the chart of accounts and edits?
	
	
	
	

	57.
	Has fiscal staff been trained in the use of the systems reports and reporting tools?
	
	
	
	

	58.
	Does fiscal staff possess basic accounting skills and knowledge necessary to perform their responsibilities?
	
	
	
	

	59.
	Has a process been established to support the identification and disclosure of related party transactions?
	
	
	
	

	60.
	Are procedures in place to determine when standardized journal entries were omitted or duplicated?
	
	
	
	

	61.
	Are procedures established for the analysis, review, and approval of the financial statements before internal distribution?
	
	
	
	

	62.
	Are accounting statements and key reconciliations completed in a timely manner? 
	
	
	
	

	63.
	Are adjusting entries reviewed, approved, and supported by descriptions or documentation?
	
	
	
	

	64.
	Are procedures in place to ensure financial reports are supported by either underlying accounting records or other documentation?
	
	
	
	

	65.
	Are procedures in place to provide reasonable assurance all data that is required to be included in legal and public reports is properly disclosed?
	
	
	
	

	66.
	Are procedures in place to ensure all requirements are met for filing of financial reports in accordance with statutes, bonds, etc.?
	
	
	
	

	67.
	Are up-to-date disclosure checklists used to ensure that all relevant financial information is disclosed (not relying solely on the external auditors)?
	
	
	
	

	68.
	Are disclosure checklists appropriate to the accounting period in accordance with GAAP or an Other Comprehensive Basis of Accounting (OCBOA)?
	
	
	
	

	69.
	Are disclosure checklists in accordance with the agency’s accounting and disclosure policies?
	
	
	
	

	70.
	Is supporting analysis and documentation prepared for each financial statement disclosure, which includes relevant GAAP or an OCBOA, relevant regulatory rules, and accounting or disclosure policies?
	
	
	
	

	71.
	Is a review performed to identify negative fund balances for disclosure in the financial statements?
	
	
	
	

	72.
	Are processes in place to collect information regarding material violations with legal and contractual provisions?
	
	
	
	

	73.
	Is a review of the financial statements and all related disclosures performed by management and/or other suitably qualified personnel for completeness, consistency, and compliance with GAAP and/or OCBOA and the agency’s accounting and disclosure policies?
	
	
	
	

	74.
	Are the published reports, in print or electronic format, reconciled to the audited financial statements, trial balance, and supporting information prior to final publishing, printing, or electronic submission?

	
	
	
	

	75.
	Do the budgetary schedules provide meaningful comparisons with actual transactions?
	
	
	
	

	76.
	Are budget to actual comparison statements reviewed by personnel with the appropriate knowledge?
	
	
	
	

	77.
	Are significant variances from budget to actual results investigated?
	
	
	
	

	78.
	Is ongoing monitoring built into operations throughout the financial reporting process that identifies specific deviation from expected performance, thereby signaling a need to investigate potential control problems?
	
	
	
	

	79.
	Does ongoing monitoring provide feedback on the effective operation of controls integrated into the processes?
	
	
	
	



	H.
	GAAP:
	Yes
	No
	N/A
	Comments

	80.
	Is responsibility assigned to monitor changes in authoritative guidance and regulations that affect financial reporting?
	
	
	
	

	Is the methodology/policy of alternative accounting treatments:
	
	
	
	

	81.
	   Approved by management?
	
	
	
	

	82.
	   Documented?
	
	
	
	

	83.
	Is a process in place to identify when changes to GAAP necessitate new accounting policies?
	
	
	
	

	84.
	Are new accounting policies properly researched, reviewed, and documented?
	
	
	
	



	I.
	Estimates and Nonroutine Transactions:
	Yes
	No
	N/A
	Comments

	85.
	Is operating information used as the source of accounting estimates?
	
	
	
	

	86.
	Are estimates based on a reasonable and defensible method that is consistently applied?
	
	
	
	

	87.
	Is supporting analysis and documentation provided for each nonroutine event or transaction that requires management’s judgment or estimate?
	
	
	
	

	88.
	Is supporting analysis and documentation for each nonroutine event or transaction in compliance with relevant GAAP or OCBOA, including relevant regulatory rules and accounting policies?
	
	
	
	

	89.
	Are significant estimates, judgments, and changes thereto reported to those charged with governance on a regular basis?
	
	
	
	

	90.
	Are significant changes in accounting policies and procedures approved by management?
	
	
	
	

	91.
	Is a control process in place to prevent the occurrence of nonstandard or unusual journal entries?
	
	
	
	

	92.
	Is a process in place to prevent the duplication of nonstandard journal entries?

	
	
	
	

	93.
	Is an independent review of significant judgments and estimates included in the financial records performed at the end of every accounting period by knowledgeable personnel?
	
	
	
	



	J.
	Evaluation of Risk
	Yes
	No
	N/A
	Comments

	94.
	Has management established practices for the identification of risks related to financial reporting?
	
	
	
	

	95.
	Have internal controls for financial reporting been documented?
	
	
	
	

	Has management established procedures for internal controls over financial reporting concerning:
	
	
	
	

	96.
	  Ongoing monitoring?
	
	
	
	

	97.
	  Independent evaluation?
	
	
	
	

	98.
	  Remediation of identified deficiencies?
	
	
	
	

	99.
	Has management evaluated the likely occurrence and potential impact of identified risks?
	
	
	
	

	100.
	Has management categorized risk as tolerable or requiring action?
	
	
	
	

	101.
	Has management considered the entire reporting agency as well as its extended relationships in its risk assessment process?
	
	
	
	

	102.
	Has management implemented procedures, mechanisms to anticipate, identify, and react to change?
	
	
	
	

	103.
	Has management assessed the effect of changes in personnel on the ability to prepare financial reports?
	
	
	
	

	104.
	Has management assessed the effect of restructuring or reorganization resulting in staff reductions, changes in supervision, or segregation of duties relevant to the preparation of financial statements?
	
	
	
	

	105.
	Has management assessed the effect of new departments or the combination of departments relevant to the preparation of financial statements?
	
	
	
	

	106.
	Has management assessed the effect of new or revised information systems relevant to the preparation of financial statements?
	
	
	
	

	107.
	Has management determined that risks, which have been accepted because of cost or other considerations, are immaterial to financial reporting?
	
	
	
	





AGENCY’S OVERALL COMMENTS BELOW, IF ANY








CERTIFICATION STATEMENT

For the agency and business area indicated on this form, we are providing this statement in connection with this internal control questionnaire for the purpose of acknowledging that we are aware of the risks and harms that might occur to the State if the agency has not established and/or does not follow strong internal controls. 

We confirm that we have accurately completed this questionnaire (and others if needed) and documented all compensating controls and corrective action plans for internal control weaknesses in accordance with the instructions provided.

Agency Name: ___________________________  	Division/Bureau: _____________________


Prepared by:		Date:	

Title:		Phone: _____________________________ 


Approved by Chief Financial Officer, Director of Finance or Comptroller: 

Approved by:		Date:	

Title:		Phone: _____________________________ 


Acknowledged by Agency Head/Executive Director:

Acknowledged by:		Date:	

Title:		Phone: _____________________________ 


Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.

[Provide names of all preparers below if there is more than one]
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