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Internal Control Questionnaire
[bookmark: _GoBack]As public servants, it is our responsibility to safeguard taxpayer’s dollars while adhering to laws and regulations governing processes over federal grant activities.  Developing good internal controls for federal grant activities is important for the prudent use of public funds as well as to prevent mishandling of funds and to safeguard against loss.  Strong internal controls also protect employees by defining responsibilities in the grant process.  Governments can use these internal controls to protect against embezzlement, theft, fraud, and poor decision making.

This document does not address all possible circumstances that need to be considered when establishing internal controls or assessing risk. Each agency is responsible for reviewing their practices and processes to determine where risks exist and where and how controls can be established to mitigate them. 

Control Objectives:
1. Effectiveness and efficiency of operations
2. Reliability of financial reporting
3. Compliance with applicable laws and regulations
4. Provide reasonable assurance that: 
a. Federal awards are expended only for allowable activities and that costs of goods and services charged to federal awards are allowable and in accordance with applicable principles.  
b. The drawdown of federal cash is only for immediate needs, reimbursement is requested only after costs have been incurred, states comply with applicable Treasury agreements, and recipients limit payment to subrecipients to immediate cash needs.  
c. Only eligible individuals and organizations receive assistance under federal award programs, that subawards are made only to eligible subrecipients, and that amounts provided to or on behalf of recipients were calculated in accordance with program requirements.  
d. Proper records are maintained for equipment acquired with federal awards, equipment is adequately safeguarded and maintained, disposition or encumbrance of any equipment or real property is in accordance with federal requirements, and the federal awarding agency is appropriately compensated for its share of any property sold or converted to non-federal use.  
e. Matching, level of effort, or earmarking requirements are met using only allowable funds or costs which are properly calculated and valued.  
f. Federal funds are used only during the authorized period of availability.  
g. Procurement of goods and services are made in compliance with provisions of the A-102 Common Rule or OMB Circular A-110, as applicable, and that covered transactions (as defined in the suspension and debarment common rule) are not made with a debarred or suspended party.  
h. Program income is correctly earned, recorded, and used in accordance with the program requirements.  
i. Compliance with the real property acquisition, appraisal, negotiation, and relocation requirements.  
j. Reports of federal awards submitted to the federal awarding agency or pass-through agency include all activity of the reporting period, are supported by underlying accounting or performance records, and are fairly presented in accordance with program requirements.
k. Federal award information and compliance requirements are identified to subrecipients, subrecipient activities are monitored, subrecipient audit findings are resolved, and the impact of any subrecipient non-compliance on the pass-through agency is evaluated.  In addition, the pass-through agency should perform procedures to provide reasonable assurance that subrecipient obtained required audits and takes appropriate corrective action on audit findings.
Instructions:

Each State agency that receives or spends federal grants, programs, or funds should complete this ICQ.  Also, each agency that administers any federal program or passes through funds to other entities should complete this ICQ.  If your agency is large or decentralized, then one ICQ for each division may be necessary.

This ICQ does not need to be submitted to State Finance; therefore, there is no Certification page.

Please answer each question by checking the appropriate box (either Yes, No, or N/A). A “No” response identifies an internal control weakness or that the control is achieved with another compensating control. Please describe in the Comments field for each “No” answer:
· The plan to resolve the weakness including the estimated date of completion, or
· The compensating control(s) and why they adequately compensate for the “No” response.
The “N/A” responses may need an explanation if the explanation is not readily apparent.

When an ICQ question is worded in such a way that it does not apply exactly to the agency’s situation, please attempt to apply the meaning or purpose of the question to the agency’s situation.

For more information about the Internal Control Program and these Internal Control Questionnaires, or for contact information of the coordinator of this program, see the State Division of Finance website, http://finance.utah.gov/.  Then, click on “Internal Control.”

How This Document is Organized:
This document is organized in accordance with the five components of internal control (Control Environment, Risk Assessment, Control Activities, Information & Communication, and Monitoring) with a section added for Fraud, Waste, and Abuse.  It is then further organized according to the 13 major components of the OMB Circular A-133 Compliance Supplement, Part 6 (Activities Allowed or Unallowed; Allowable Cost Principles; Cash Management; Davis-Bacon Act (covered by a separate ICQ); Eligibility; Equipment & Real Property Management; Matching, Level of Effort and Earmarking; Period of Availability of Funds; Procurement, and Suspension and Debarment; Program Income; Real Property Acquisition and Relocation Assistance; Reporting; and Subrecipient Monitoring).  


Information & Communication Questions:
	A.
	Activities Allowed or Unallowed and Allowable Cost Principles:
	Yes
	No
	N/A
	Comments

	1.
	Are reports, such as a comparison of budget to actual, provided to appropriate management for review on a timely basis?
	
	
	
	

	2.
	Have internal and external communications channels on activities and costs allowed been established?

	
	
	
	

	3.
	Do training programs, both formal and informal, contain the necessary information to enable staff to determine activities and costs allowed?
	
	
	
	

	4.
	Is there evidence of communication between management and staff regarding questionable costs to ensure adequate determinations?
	
	
	
	

	5.
	Are grant agreements (including referenced program laws, regulations, handbooks, etc.) and cost principles circulars available to staff responsible for determining activities allowed and allowable costs under federal awards?
	
	
	
	




	B.
	Cash Management:
	Yes
	No
	N/A
	Comments

	6.
	Is there variance reporting of expected versus actual cash disbursements of federal awards and drawdowns of federal funds? 
	
	
	
	

	7.
	Are federal fund reports reconciled on a timely basis with funds received by the state?
	
	
	
	

	8.
	Is there an established channel of communication between pass-through agency and subrecipients regarding cash needs? 
	
	
	
	

	9.
	Are federal funds drawn for an award reconciled with amounts recorded as expended, with reasons for overdrawn or underdrawn amounts investigated and documented?
	
	
	
	



	C.
	Eligibility: 
	Yes
	No
	N/A
	Comments

	10.
	Does the information system meet the needs of eligibility decision-makers and program management?
	
	
	
	

	11.
	Is the processing of eligibility information subject to data validity and balancing procedures?
	
	
	
	

	12.
	Do training programs inform employees of eligibility requirements?
	
	
	
	

	13.
	Is management receptive to suggestions to strengthen the eligibility determination process?
	
	
	
	

	14.
	Is the documentation of eligibility determination in accordance with program requirements?
	
	
	
	




	D.
	Equipment & Real Property Management: 
	Yes
	No
	N/A
	Comments

	15.
	Does the accounting system provide for separate identification of property acquired wholly or partly with federal funds and with non-federal funds?  
	
	
	
	

	16.
	Are program managers provided with applicable requirements and guidelines? 
	
	
	
	




	E.
	Matching, Level of Effort, Earmarking: 
	Yes
	No
	N/A
	Comments

	Is the accounting system capable of: 
	
	
	
	

	17.
	Separately accounting for data used to support matching, level of effort, or earmarking amounts or limitations or calculations? 
	
	
	
	

	18.
	Ensuring that expenditures or expenses, refunds, and cash receipts or revenues are properly classified and recorded only once as to their effect on matching, level of effort, or earmarking? 
	
	
	
	

	Documenting the value of “in-kind” contributions of property or services, including: 
	
	
	
	

	19.
	Basis for local labor market rates for valuing volunteer services? 
	
	
	
	

	20.
	Payroll records or confirmation from other organizations for services provided by their employees? 
	
	
	
	

	21.
	Quotes, published prices, or independent appraisals used as the basis for donated equipment, supplies, land, buildings, or use of space? 
	
	
	
	




	F.
	Period of Availability of Funds: 
	Yes
	No
	N/A
	Comments

	22.
	Are fund availability and expenditure periods clear and understood by those who process program expenditures? 
	
	
	
	

	23.
	Are un-liquidated balances reported to management for their follow-up and corrective action? 
	
	
	
	



	G.
	Procurement, Suspension, & Debarment: 
	Yes
	No
	N/A
	Comments

	24.
	Are procedures in place to assure that procurement documentation is retained according to governing rules and regulations? i.e.:  A-102 Common Rule, OMB Circular A-110, award agreements, contracts, and program regulations?
	
	
	
	

	Does documentation include:
	
	
	
	

	25.
	The basis for contractor selection; 
	
	
	
	

	26.
	Support for not using competitive bidding procedures:; and 
	
	
	
	

	27.
	The basis for award cost or price? 
	
	
	
	

	28.
	Are employees’ procurement duties and control responsibilities effectively communicated?  
	
	
	
	

	29.
	Are procurement staff provided a current hard-copy of Excluded Parties Listing System (EPLS) or have on-line access?  
	
	
	
	




	H.
	Program Income: 
	Yes
	No
	N/A
	Comments

	30.
	Do information systems identify program income collections and usage? 
	
	
	
	

	31.
	Are the criteria to recognize program income clearly defined and understood by grant administrators and accounting staff?
	
	
	
	

	32.
	Is program income accounted for and tracked separately from federal or state awarded amounts?
	
	
	
	



	I.
	Real Property Acquisition & Relocation Assistance: 
	Yes
	No
	N/A
	Comments

	33.
	Is there a system in place to adequately document relocation assistance and real property acquisition? 
	
	
	
	

	34.
	Does the accounting system provide for separate identification of property acquired with and without federal funds?  
	
	
	
	



	J.
	Reporting: 
	Yes
	No
	N/A
	Comments

	35.
	Is there an accounting or information system that provides for the reliable processing of performance information for federal awards? 
	
	
	
	

	36.
	Is there an accounting or information system that provides for the reliable processing of financial information for federal awards?  
	
	
	
	



	K.
	Subrecipient Monitoring: 
	Yes
	No
	N/A
	Comments

	Do standard award documents used by the non-federal agency contain:
	
	
	
	

	37
	A list of federal requirements that the subrecipient must follow?  (Items can be specifically listed in the award document, attached as an exhibit to the document or incorporated by reference to specific criteria.)
	
	
	
	

	38.
	The description and program number for each program as stated in the Catalog of Federal Domestic Assistance (CFDA)? (If the program funds include pass-through funds, program information should also be identified.)
	
	
	
	

	39.
	A statement signed by an official of the subrecipient stating that the subrecipient was informed of, understands, and agrees to comply with the applicable compliance requirements?
	
	
	
	

	40.
	Is a recordkeeping system in place to ensure that documentation is retained by the subrecipient for the time period required?
	
	
	
	

	41.
	Are procedures in place to provide channels for subrecipients to communicate concerns to the pass-through agency?
	
	
	
	



Monitoring Questions:
	L.
	Activities Allowed or Unallowed and Allowable Cost Principles:
	Yes
	No
	N/A
	Comments

	42.
	Does management review supporting documentation of allowable cost information?
	
	
	
	

	43. 
	Does information flow from the federal agency to appropriate management personnel?
	
	
	
	

	44.
	Are comparisons made with budget and expectations of allowable costs?
	
	
	
	

	45.
	Are analytic reviews (for example, comparison of budget to actual or prior year to current year) and audits performed?
	
	
	
	



	M.
	Cash Management:
	Yes
	No
	N/A
	Comments

	46.
	Are cash management practices independently reviewed and evaluated including a review of cash management, budget variation reporting, processing excess interest earnings, federal draw down activities, etc.? 
	
	
	
	

	47.
	Are subrecipients’ requests for federal funds evaluated? 
	
	
	
	

	48.
	Are agreement terms between the Treasury and a state periodically reviewed for compliance? 
	
	
	
	




	N.
	Eligibility: 
	Yes
	No
	N/A
	Comments

	49.
	Does management perform periodic analytical reviews of eligibility determinations?
	
	
	
	

	50.
	Are program quality control procedures performed?
	
	
	
	

	51.
	Are detailed transactions periodically audited?
	
	
	
	



	O.
	Equipment & Real Property Management: 
	Yes
	No
	N/A
	Comments

	52.
	Does management review the results of periodic inventories and follow up on inventory discrepancies?  
	
	
	
	

	53.
	Does management review property dispositions to ensure appropriate valuation and reimbursement to federal awarding agencies?  
	
	
	
	



	
P.
	Matching, Level of Effort, Earmarking: 
	Yes
	No
	N/A
	Comments

	54.
	Is there a supervisory review of matching, level of effort, or earmarking activities performed to assess the accuracy and allowability of transactions and determinations, e.g., at the time reports on federal awards are prepared?  
	
	
	
	



	Q.
	Period of Availability of Funds: 
	Yes
	No
	N/A
	Comments

	55.
	Is there a periodic review of expenditures before and after cut-off dates to ensure compliance with period of availability requirements?
	
	
	
	

	56.
	Does management review reports showing budget and actual for the period?
	
	
	
	



	R.
	Procurement, Suspension, & Debarment: 
	Yes
	No
	N/A
	Comments

	57.
	Does management conduct periodic independent reviews of procurements and contracting activities to determine whether policies and procedures are being followed?
	
	
	
	



	S.
	Program Income: 
	Yes
	No
	N/A
	Comments

	58.
	Is an internal audit of program income conducted? 
	
	
	
	

	59.
	Does management compare program income to budgeted amounts and investigate significant differences? 
	
	
	
	



	T.
	Real Property Acquisition & Relocation Assistance: 
	Yes
	No
	N/A
	Comments

	60.
	Does management monitor relocation assistance and real property acquisition for compliance with the Uniform Relocation Assistance and Real Property Acquisition Policies Act of 1970, as amended (URA)?  
	
	
	
	



	U.
	Reporting: 
	Yes
	No
	N/A
	Comments

	61.
	Is information reported to federal agencies corroborated by information provided by an external source? 
	
	
	
	

	62.
	Is information reported validated to supporting documentation? 
	
	
	
	



	V.
	Subrecipient Monitoring: 
	Yes
	No
	N/A
	Comments

	63.
	Has a process been established to assure the timely submission of required reporting, (i.e. financial reports, performance reports, audit reports, on-site monitoring reviews of subrecipients, or timely resolution of audit findings)?
	
	
	
	

	64.
	Are subrecipient monitoring results tracked and reviewed by supervisors? 
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