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The term control environment refers to an agency’s “corporate culture,” showing how much the agency’s leaders value ethical behavior and internal control.  The key element in a favorable control environment is management’s attitude, as demonstrated through its actions and example. The control environment is the foundation of the Committee of Sponsoring Organizations of the Treadway Commission (COSO) internal control framework.  It provides discipline and structure while encompassing both technical competence and ethical commitment. Management’s “tone at the top” sets the standard for the entire agency since even the best policies and procedures cannot overcome the force of a bad example.  A favorable control environment requires that management communicate the importance of internal controls to staff at all levels.

Control Objectives: 
1. Management emphasizes the importance of internal control through its attitude, actions, and values, and communicates this tone to all employees.
2. Management adheres to a code of conduct and other policies regarding acceptable business practices, conflicts of interest, or expected standards of ethical and moral behavior, and communicates these policies to all employees.
3. Management takes appropriate disciplinary action in response to departures from approved policies and procedures or violations of the code of conduct.
4. A strategic plan and mission statement are in place to provide guidance and assistance to management.
5. Financial policies and procedures for authorization and approval of transactions are in place and communicated to all applicable employees.
6. Organizational structure is clearly defined and up-to-date, with the appropriate reporting relationships established and communicated to all employees.
7. Appropriate controls are in place to monitor and review operations and programs.
8. Qualified and properly trained personnel are hired to help ensure control procedures are followed and resources are used efficiently.
9. Current job descriptions are established detailing the responsibilities and qualifications for each position.

CONTROL ENVIRONMENT

Questionnaire Objective: To obtain sufficient knowledge of the agency’s control environment to understand management's and the governing body's attitude, awareness and actions concerning the following factors of the control environment:

A.  Commitment to Integrity and Ethical Values.
B.  Independent Board of Directors Oversight.
C.  Structures, Reporting Lines, Authorities, and Responsibilities.
D.  Attract, Develop and Retain Competent People.
E.  People Held Accountable for Internal Control.


INSTRUCTIONS

Each State agency is to complete this Control Environment ICQ.  At a minimum, one ICQ should be completed for each agency/department.  If your agency is large, decentralized, or has delegated some or all of the functions covered by these questions, then one ICQ is needed for each separate division.
The ACT representative (or the internal control contact if delegated by the agency) for each agency will need to do the following:  (1) attend the monthly ACT meetings, (2) complete the ICQs or distribute the ICQs to those who will complete them, (3) gather the completed ICQs back up after they are completed, (4) have the Chief Financial Officer, Director of Finance or Comptroller of the agency review and approve them, (5) send the completed and approved ICQs electronically back to the Division of Finance, and (6) send the completed and approved ICQs to the agency’s internal auditors, if your agency is required by the Internal Audit Act to have an internal audit function.  Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.
The Chief Financial Officer, Director of Finance, or Comptroller for each agency will need to do the following:  (1) determine which and how many ICQs are needed, (2) review and approve each ICQ after they are completed, (3) have the agency head/executive director review and sign/acknowledge them, (4) determine which optional ICQs will be completed.

Please answer each question by checking the appropriate box (either Yes, No, or N/A). A “No” response identifies an internal control weakness or that the control is achieved with another compensating control. Please describe in the Comments field a detailed explanation for each “No” answer:
· The plan to resolve the weakness including the estimated date of completion, or
· The compensating control(s) and why they adequately compensate for the “No” response.
ICQs containing “No” responses, but without adequate and complete explanations, will be sent back to the agencies for revision and resubmission to State Finance.
“N/A” responses, when the reason is not readily apparent, also need an explanation.
For system and internal control documentation purposes, agencies are strongly encouraged to add a brief description of the control/procedures for many or all “yes” responses.

When an ICQ question is worded in such a way that it does not apply exactly to the agency’s situation, please attempt to apply the meaning or purpose of the question to the agency’s situation.

For more information about the Internal Control Program and these Internal Control Questionnaires, or for contact information of the coordinator of this program, see the State Division of Finance website, http://finance.utah.gov/.  Then, click on “Internal Control.”
Complete the certification on the last page for each ICQ completed.



	A.
	Commitment to Integrity and Ethical Values:
	Yes 
	No
	N/A
	Comments

	1.
	Does the agency’s experience indicate financial integrity among current management and personnel?
	
	
	
	

	2.
	Has a code of conduct been adopted and published that addresses acceptable business practices?
	
	
	
	

	3.
	Does the code of conduct address policy for potential conflicts of interest?
	
	
	
	

	4.
	Are these policies adequately communicated to employees?
	
	
	
	

	5.
	Do management and staff comply with the agency's policies and procedures?
	
	
	
	

	6.
	Does management periodically discuss internal controls at management and other staff meetings?
	
	
	
	

	7.
	Has management considered acknowledging (and/or rewarding) employees for following good internal control practices in situations where it is easy not to?
	
	
	
	

	8.
	Is there a procedure in place for employees to report suspected violations of policies?
	
	
	
	

	9.
	Does management take appropriate disciplinary action when necessary to enforce the code of conduct?
	
	
	
	

	10.
	Is the agency aware of applicable federal or state grant provisions and requirements?
	
	
	
	

	11.
	Does the agency know to follow the applicable federal grant guidelines if they are more stringent than the agency’s normal policies and procedures?
	
	
	
	

	12.
	Are there adequate protections/internal controls to counter significant pressures that may exist to exceed budgeted amounts because of taxpayer initiatives, election promises, or similar political considerations?
	
	
	
	



	B.
	Oversight:  Independent Board of Directors, Governing Body, Audit Committee, and Internal Auditors:
	Yes
	No
	N/A
	Comments

	
	Unless specifically required by law, agencies in the executive branch are not required to have a governing body or an audit committee.
	
	
	
	

	13.
	Does a governing body (any board or commission that has policy making and oversight responsibility over the agency, including the authority to appoint and remove the agency executive director) exist that is specifically required by law?
If “yes,” answer the next three questions.
If “no,” answer this question and the next three questions as “N/A.”
	
	
	
	A “No” response for this question does not necessary require a corrective action plan.

	14.
	Are there regular meetings of the governing body to set policies and objectives and review the agency’s performance?
	
	
	
	

	15.
	Are the minutes of such meetings prepared and signed on a timely basis?
	
	
	
	

	16.
	Has the governing body been informed about and approved all of the federal and state grants the agency is to receive or has received?
	
	
	
	

	17.
	Does an audit committee exist that is specifically required by law?
If “yes,” answer the next nine questions.  [Rare for State agencies.]  If “no,” answer this question and the next nine questions as “N/A.”
	
	
	
	A “No” response for this question does not necessary require a corrective action plan.

	18.
	Does the audit committee represent an informed, vigilant and effective overseer of the financial reporting process and the agency's internal control structure?
	
	
	
	

	19.
	Has the governing body written a charter for the audit committee, outlining its duties and responsibilities?
	
	
	
	

	20.
	Does the audit committee assist the governing body in maintaining a direct line of communication with the agency's internal and external auditors?
	
	
	
	

	21.
	Does the audit committee have resources and authority to discharge their responsibilities?
	
	
	
	

	22.
	For State agencies, have the audit committee members all been appointed by the Governor?  [Utah Code 63i-5-12 Definitions (3) (a)]
	
	
	
	

	23.
	For judicial branch agencies, have the audit committee members all been appointed by the Judicial Council?  [Utah Code 63i-5-12 Definitions (3) (b)]
	
	
	
	

	24.
	For higher education entities, have the audit committee members all been appointed by the Board of Regents?  [Utah Code 63i-5-12 Definitions (3) (c)]
	
	
	
	

	25.
	For the State Office of Education, have all audit committee members been appointed by the State Board of Education?  [Utah Code 63i-5-12 Definitions (3) (d)]
	
	
	
	

	26.
	For all agencies, have all audit committee members been selected from: (a) members of the agency governing body (any board or commission that has policy making and oversight responsibility over the agency, including the authority to appoint and remove the agency executive director) and (b) individuals who do not have any administrative responsibilities within the agency (non-agency employees)?
	
	
	
	

	27.
	If the agency has formed its own audit committee that is not in conformity with the statutes (see previous questions), is the agency aware that the audit committee is 
strictly advisory and does not control or supervise the internal audit function?
	
	
	
	

	28.
	Is your agency required by statute to have an internal audit function (see list below)?
[If “No,” mark the next four ICQ questions as “N/A.”]
[Agencies required by the Internal Audit Act (see Utah Code 63I-5-201 (1) through (5)) to have an internal audit function include the following:  Administrative Office of the Courts, Administrative Services, Agriculture and Food, Alcoholic Beverage Control, Board of Education, Commerce, Corrections, Environmental Quality, Health, Heritage and Arts, Human Services, Natural Resources, Public Safety, Tax Commission, Transportation, and Workforces Services.]
	
	
	
	A “No” response for this question does not necessary require a corrective action plan.

	29.
	Does your agency have an internal audit function that complies with the responsibilities listed in the Internal Audit Act?  [Some of the responsibilities include following professional standards and preparing an annual audit plan.]

	
	
	
	

	30.
	Is your agency’s internal audit director/internal audit function free of all non-audit, operational responsibilities of the agency?  [All internal auditors, including the Internal Audit Director, should be independent of all agency operations.]

	
	
	
	

	31.
	Does your agency’s internal audit director report to the agency head or the agency head’s deputy in accordance with standards issued by the U.S. General Accounting Office (Yellow Book) and the Institute of Internal Auditors?

	
	
	
	

	32.
	Does your agency have formalized policies to (a) define the role of the internal auditors as being “independent” and “free of all managerial and operational responsibilities,” (b) provide to the internal auditors access to all employees, records and documents necessary to complete their audits, and (c) establish what professional standards are to be followed by the internal auditor?

	
	
	
	

	33.
	If your agency is NOT required by statute to have an internal audit function (see list on previous page), has the Governor ensured your agency has adequate internal audit coverage in accordance with Utah Code 63i-5-201 (1)(c)?
[If the answer is unknown, the agency may need to call their contact with the Governor’s Office in order to answer this question.]
[If “Yes,” please provide the name and phone number of the internal auditor in the Comments column.]

	
	
	
	




	C.
	Structures, Reporting Lines, Authorities, and Responsibilities:
	Yes
	No
	N/A 
	Comments

	34.
	Does the agency have a mission statement, long-term goals, and objectives?
	
	
	
	

	35.
	Is this information communicated to applicable personnel?
	
	
	
	

	36.
	Are management and operating decisions determined at appropriate levels?
	
	
	
	

	37.
	Does management ask employees for their suggestions on how to improve processes?
	
	
	
	

	38.
	Has management given a high priority to its internal control structure? 
	
	
	
	

	39.
	Does management emphasize meeting the budget and/or other financial and operating goals?
	
	
	
	

	40.
	Does management take an active role in the financial reporting of the agency?
	
	
	
	

	41.
	Is the agency meeting its financial obligations?
	
	
	
	

	42.

	Does management review audit recommendations and take appropriate corrective action? 
	
	
	
	

	43.
	Is management willing to adjust the financial statements for misstatements that approach a material amount?
	
	
	
	

	44.
	Is there a written plan for the future development of new information systems, done in conjunction with the Department of Technology Services (DTS) when the purchase of hardware is also needed?
	
	
	
	

	45.
	Is this plan reviewed and approved by senior management within the office, division or agency?
	
	
	
	

	46.
	Is there an organization chart clearly defining the lines of management authority and responsibility?

	
	
	
	

	47.
	Is the organization chart current and accurate?

	
	
	
	

	48.
	Is the organizational structure appropriate for the size and complexity of the agency?

	
	
	
	

	49.
	Are there formalized policies and procedures for all major operations of the agency?

	
	
	
	

	50.
	Are policies and procedures for authorizations established at a reasonably high level?

	
	
	
	

	51.
	Does the governing body and management stress adherence to such policies and procedures?

	
	
	
	

	52.
	Have specific line of authority and responsibility been established to ensure compliance with federal and state laws and regulations?

	
	
	
	

	53.
	Is there a clear assignment of responsibility and delegation of authority to deal with such matters as organizational goals and objective, operating functions and regulatory requirements?
	
	
	
	

	54.
	Is management actively involved in supervision of the various functions?
	
	
	
	

	55.
	Are channels of communications (from top down and from bottom up) being utilized?
	
	
	
	

	56.
	Has fiscal authority been formally delegated to specific management personnel?
	
	
	
	

	57.
	Does management understand the concept and importance of internal controls, including the division of responsibility?
	
	
	
	

	58.
	Has management clearly communicated the scope of the authority and responsibility to deal with information system management?
	
	
	
	

	59.
	Has the agency considered the need for an individual who is responsible for coordinating the various federal and state programs within the agency?
	
	
	
	

	60.
	Do you perform periodic audits of subrecipient financial operations in compliance with OMB Circulars A-110 or A-133 regulations?
	
	
	
	


	61.
	When independent audits of subrecipients are required, are the audits performed timely and the audit reports submitted to the agency for review?
	
	
	
	

	
	Has the agency considered, and established (when found to be absent), formal policies and procedures for each of the following:
	
	
	
	

	62.
	When significant financial transactions occur without corresponding and sufficient State policies and procedures to follow.  (Examples:  Whatever your agency does that makes it unique:  land purchases, Medicaid eligibility, investments, welfare payments, road construction, etc.)?

	
	
	
	

	63.
	When your agency administers or manages financial systems other than the State’s central accounting system (FINET) or significant nonfinancial systems from which managerial decisions are made.  (Examples:  Computer systems purchased or programmed by individual agencies, disbursement and other systems that interface with FINET, subsidiary receivables and other systems, etc.)?

	
	
	
	

	64.
	When internal controls are needed to reduce the level of risk to “low” for the following:  (a) noncompliance with State and federal laws and policies, (b) fraud, (c) errors, (d) ineffectiveness, and/or (e) inefficiency?

	
	
	
	

	65.
	To document how an adequate segregations of duties is achieved.  (Agency responses on internal control questionnaires may assist in preparing such policies and procedures?

	
	
	
	

	66.
	Whenever needed to help ensure consistent handling of financial transactions, cases, events, etc. among different employees?

	
	
	
	

	67.
	When compliance with professional standards is applicable or desirable?

	
	
	
	

	68.
	To cover ethics, including conflicts of interest?

	
	
	
	



	D.
	Attract, Develop and Retain Competent People:
	Yes 
	No 
	N/A
	Comments

	69.
	Does the agency’s experience indicate competence among management and key personnel?
	
	
	
	

	70.
	Does the agency define and document the tasks that make up a particular job?
	
	
	
	

	71.
	Does the agency analyze and document the knowledge and skills needed to perform jobs?
	
	
	
	

	72.
	Does the agency provide for applicable training of its employees?
	
	
	
	

	73.
	Are the personnel responsible for ensuring compliance with federal and state laws knowledgeable and experienced in administering these programs?
	
	
	
	

	74.
	Do accounting personnel have the background, education and experience appropriate for their duties before being hired, promoted, or transferred into their positions?
	
	
	
	

	75.
	Do accounting personnel appear to understand the duties and procedures applicable to their jobs?
	
	
	
	

	76.
	Do accounting personnel appear to have sufficient expertise in identifying and applying applicable accounting principles?
	
	
	
	

	77.
	Do accounting supervisors appear to have sufficient expertise to review accounting transactions for accuracy and compliance with rules and regulations?
	
	
	
	

	78.
	Are managerial positions cross trained to plan and prepare for succession?
	
	
	
	

	79.
	Does the agency’s Finance Director/Controller (or assignee) attend the monthly Division of Finance ACT Meetings?
	
	
	
	

	80.
	Do the budget & accounting officers attend the semi-annual Division of Finance Budget & Accounting Officers Meetings?
	
	
	
	



	E.
	People Held Accountable for Internal Controls:
	Yes
	No
	N/A
	Comments

	81.
	Does management check personal and employment references of new employees?
	
	
	
	

	82.
	Does management check credentials, such as professional licenses and college degrees, of new employees?
	
	
	
	

	83.
	When legal to do so, has agency management considered performing background checks on new hires?
	
	
	
	

	84.
	Are confidentiality agreements required for employees who come in contact with confidential information?
	
	
	
	

	85.
	Does the workload of the accounting employees facilitate the preparation of reliable accounting records?
	
	
	
	

	86.
	Is turnover of key fiscal personnel relatively low?
	
	
	
	

	87.
	Has agency management established performance measures, incentives and rewards in pursuit of their objectives?
	
	
	
	

	88.
	Does management periodically evaluate the performance measures, incentives and rewards for ongoing relevance?
	
	
	
	

	89.
	Does management consider any excessive pressures on employees and the resulting effects on effectiveness, efficiency, compliance, and internal controls?
	
	
	
	

	90.
	Does management evaluate employee performance and consider appropriate rewards and disciplines?
	
	
	
	

	91.
	Though vacations may not be mandatory for all personnel, is management aware that (a) when employees do not take vacations for a long period of time or (2) employee duties are not rotated periodically by management - there is a higher risk that fraud and/or non-compliance is occurring without detection?
	
	
	
	

	92.
	Are policies regarding personal use of computer equipment and software clearly stated?
	
	
	
	

	93.
	Does the agency have an information security officer?
	
	
	
	

	94.
	Does the agency have a formal information systems security policy?
	
	
	
	

	95.
	Are information system policies and expectations clearly communicated to all employees?
	
	
	
	

	96.
	Does the workload permit information system personnel to perform their internal control responsibilities?
	
	
	
	

	97.
	Is the information system work force relatively stable (low turnover)?
	
	
	
	

	98.
	Do the information system personnel practices include policies to maintain security upon termination of employment (disabling FINET and other user ID’s, canceling security badges, resolving any unapproved transactions, etc.)?
	
	
	
	

	99.
	Are there written job descriptions for each employee (including information system personnel) delineating specific duties, reporting relationships, and constraints?
	
	
	
	

	100
	Does management ensure compliance with the agency’s personnel policies and procedures concerning hiring, training, promoting, and compensating employees?
	
	
	
	

	101
	Are sufficient training opportunities available to improve competency and update employees on new policies and procedures?
	
	
	
	

	102
	Are employees cross-trained for critical functions, or are there detailed desk procedure manuals to ensure the uninterrupted performance of personnel functions?
	
	
	
	





AGENCY’S OVERALL COMMENTS BELOW, IF ANY








CERTIFICATION STATEMENT

For the agency and business area indicated on this form, we are providing this statement in connection with this internal control questionnaire for the purpose of acknowledging that we are aware of the risks and harms that might occur to the State if the agency has not established and/or does not follow strong internal controls. 

We confirm that we have accurately completed this questionnaire (and others if needed) and documented all compensating controls and corrective action plans for internal control weaknesses in accordance with the instructions provided.

Agency Name: ___________________________  	Division/Bureau: _____________________


Prepared by:		Date:	

Title:		Phone: _____________________________ 


Approved by Chief Financial Officer, Director of Finance or Comptroller: 

Approved by:		Date:	

Title:		Phone: _____________________________ 


Acknowledged by Agency Head/Executive Director:

Acknowledged by:		Date:	

Title:		Phone: _____________________________ 


Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.

[Provide names of all preparers below if there is more than one]
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